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AppScan Standard Edition Demonstration Script

Script Notes

The following is a framework to demonstrate AppScah This is a standard
presentation to be presented to users new to $gouitio executive level audiences.

©2008 IBM Corporation Page 1



AppScan Standard Edition Demonstration Script

Altoro Mutual

Inform the prospect that you will be showing theawito use AppScan to perform
security testing on a Web Application. The Web Kkgadion that you will be using is our
demonstration site; located on the internet atMigpmo.testfire.net (you may be using
the VM version, which is located at http://www.atiomutual.com )

They will see how AppScan uncovers security issaed,how it reports on them. It is
critical to emphasize the importance of audiencéehis case we will discuss three
different consumers of the data AppScan providedifgussing the security analyst
view, developer view, and executive view. We witladiscuss how AppScan provides
remediation to fix the issues found within the vegiplication that was scanned.

Note: The term “Security Testing” resonates bettgth Developers, QA testers. For
security analysts and pen testers you can useethe ‘tVulnerability Assessment”.
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Creating and Launching A Scan

Rapid Configuration Wizard

Launch AppScan and choose “Create New Scan”
Normally you will want to launch AppScan beforerycall begins, as it can take a
minute to start up)

Note: If you are talking to a non-technical bussewner, it is suggested that you begin
by opening up an existing scan and going directlhe reporting section of the
demonstration.

@ Untitled - 18M Rational AppScan —[5]x]
el e e =) eF | 2
9 5can - O Pause [ Manusl Explore Scan Configuration 8§ Scan Expert = [ 5can Lag Report @ Update

Ananged By: Severity [ Descending [

{54 Securty Issues: There are no results to show

s Remediation Tasks  Application Data

S F
Welcome = Rational, LIEEAS

% open... \) ‘Welcome to AppScan
[ treate New Scan...

| AppScan's Knowledge On-Demand
Recent Scans

] demo.testfirs net o5
i/ Download Extensions

@ Getting Started (POF)

¥ Display this screen when AppScan launches Close

Total number of issues: 0

| Wisited URLs 00 | - Completed Tests 040 | 5 osecuipissues |@0 o B0 @O

distart| | (2 @&  |[() untitled - 1BM Ration... PS> zeem
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Leave the “Launch Scan Configuration Wizard” checled and Click on the
REGULAR Scan Template or a choose a Template whicjpu have customized for
demo purposes
Note: Chose a template without JavaScript ExecwtrmhFlash Parsing turned on, this
way the Scan Expert will suggest to turn them on.

Newscan x|
Recent Templates Predefined Templates
1] Heqular Scar 1] Regular Scan
% | dema.testfire. net 14 ] Quick and Light Scan
|‘1* Browse, ., ;L] Comprehensive Scan

14 | dema.testfire.net
‘_l_'] Hacme Bank:.
14 ] websSphere Partal
_l_] WebiGoat v5

:"'L} Parameter-Based MNavigation

V¥ Launch Scan Configuration wizard

Help | LCancel |

Key Features:

- AppScan is easy to use, it provides an easy toratad®l configuration wizard
that walks you through the information that youdh&etest an application, or
allows you to use a template which has been alreadfigured for you to use.
this will appeal to QA testers and Developers dsdBusiness Buyer
The templates included with AppScan 7.8 allow a tseasily run scans that
help define the balance between scan speed, andsogprehensiveness.
Also note the new WebSphere Portal scan templzdéjg built using the new
Content Based functionality in AppScan.

AppScan also provides a rich set of configuratipnams and settings which can
be used by Pen Testers and Auditors
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Scan Configuration Wizard =

Pl AppScan Welcome to the Configuration Wizard

The Corfiguration \wizard will help vou configure & new scan bazed on the scan template: Regular
Scan

Select the type of scan pou wish to perform;

™ web Service Scan

I General Tasks l

|

‘ A, Full Scan Canfiguration

) Hel
wiee 4 Hack | Hewut » I Lancel

Welcome to the Configuration Wizard:
Talk about the two types of scans AppScan can parfd/eb Application and Web
Services Scans.

Key Feature:
AppScan can be used to scan complex Web Serviteswpport for SOAP 1.2
and comes with the widest range of advanced SO$tR tesulting in broad
coverage of the scanned application.

Note: Web Application Scans are for those applaraiwhich are accessible via a web
browser (notethese can include Web Servige$Veb Services Scans are for Web
Services that are normally accessed via another Béhice (i.enot invoked by a user
with a web browser via another application). Whenfprming a Web Services Scan
AppScan imports the WSDL which indicates the mettiwat are accessible, and using
the Rational SOA Tester client (Web Services exggower tool) we are able to send
requests to the Web Service being tested. App8oaitors this traffic and then
determines, according to the test policy, whiclstésshould execute.

Select a Web Application Scan and click Next:
For the QA tester and Developers, discuss that Aap®8eeds three pieces of
information to perform a scan:
1) The starting URL,
2) How to login into the application (in order to teghat an authenticated user can
access) and
3) What you want to test the application for.
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Step 1: URL and Servers

Highlight that you are using the scan configuratimard, which simplifies the
configuration, but you could also use the Full Scanfiguration option (click on Full
Scan Configuration link under General Tasks) wigiskes you very granular control over
the configuration of the scan. You can also mentinat they have the ability to run the
Scan Expert, which will validate the choices anken@commendations based on tests
ran during the pre-testing of the application.

Rapid Scan Configuration x|

URL and Servers @) starting URL

Start the sean from this URL:

hthp: A demo. testfire. ned j ‘l

For erample: http://demo. testfire. net,

@) Case-Sensitive Path
M

reat all paths as case-sensitive [Unix, Linus, etc.]

@) additional Servers and Domains

Include the following additional servers and domainz in this scan: + | ?l - |

General Tasks

" | need ta configure additional connectivity settings [prosy, platform authentication]

¢ Back | MHewt » I LCancel

Input the starting URL for demo.testfire.net or http://www.altoromutual.com in
the VM demonstration environment.

Note: you may want to click Show to make sure yauehconnectivity to the site and
also show how to use set the Starting point.

Key Feature:

Also mention that AppScan 7.8 is the first and amgb app scanning tool that supports
automatic crawling of FLASH and FLEX applicatiomasd will test for FLASH specific
issues (Cross-site Flashing, XSS through Flastshifig, to name a few).
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Step 2: Login Management

AppScan supports multiple forms of authenticatidmLM, HTTP, Client Side
Certificates, Form based authentication, Two Fa&tghentication, etc

Key Feature:

AppScan supports many authentication mechanismsambe used to scan many
applications with different authentication typé&/e are the only vendor to support Two
Factor Authentication, and CAPTCHA, what this merthat when the user is
prompted for login information, AppScan will paubke scan such that this information
can be input. Other Scanners will not prompt ther dior this dynamic information, and
will not be able to login during the scan.

Rapid Scan Configuration x|

URL and Servers @) Login Method

Login Management (1/2) Uze the following method to log in to the application.
{* Recorded [Fecommended) ® Record... | B Import |
" Prompt
 Automatic : _ : : .
Log in to the application using the following login sequence:
" Mone

( ? } In-zession detection iz enabled, but login has naot yet been recorded.

General Tasks

x Full Scan Configuration ¥ | want ta configure In-Seszion detection options

@) Help

< Back | Cancel |

Make sure the ‘Recorded (Recommended)’ login optiois selected in order to
show our session management functionality, and theslick on the RECORD button.
Once AltoroMutual is open, sign in and close the wdow once you have successfully
logged in (userid: jsmith password: demo1234).

After the Login is recorded you will see the folliomy screen with the Login URL(s) and
In-session detection is active.
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URL and Servers ©) Login Method

Login Management Use the following method ta log in to the application.

¢ Recorded [Recommended)
' Prompt
" Automatic

" Maone

Rapid Scan Configuration |

¥ Impart

;

Log in to the application using the following login sequence:

http: //dema.testfire. net/

http: //dema. testfire. net/bank.login. aspx
http: //dema.testfire. net/bank Aogin. aspx
http: //demo. testfire. net/bank./main. aspx

General Tasks

Full Scan Configuration

}e
@) Help

t ? ' In-session detection is active,

[ I want ta configure In-Session detection options

< Back | Hewut » | Lancel |

The Login URL sequence is used by AppScan to lagtime application when it needs to

establish or re-establish a session.

Key Features:

Detecting out-of-session is a very important featifot properly detecting out of
session will mean that many tests are not sergssisn which would mean they
are not being validated, leading to false negatives

AppScan provides a very sleek and sophisticatedfatte in order to easily
capture the Login sequence and In-Session testingmation

AppScan supports Applications which support CAPTCaidl Two-Factor
Authentication. When AppScan determines that a ssarg one of these
mechanisms is out of session, it will prompt therus log back in. Not
supporting this would mean that a scan would fal,it could not get back into

session
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Step 3. Choosing Test Policy

Note: At the end of choosing a Test Policy, do not choose Default. Choose Application-Only or
The Vital Few since there will be less tests to be run during the demonstration, but they will show
some heavy hitting issues once the scan is run.

Rapid Scan Configuration x|

URL and Servers ©) Test Policy IDEfau":
Login Management Use thiz Test Policy for the scan.
Test Policy This palicy includes all tests ;I Policy Files
except invazive and port lizkener
tests. Recent Policies =
.£’:| Application-only
E] Defaulk
B Browse. ..
Predefined Policies
E] Defaulk -

E] Application-Cnly
.E] Infrastructure-Onky
;I Eﬂ Inwasive LI

General Tasks v Send tests on login and logout pages.

W Clear session identifiers before testing login pages.

< Back | Hewdt > | LCancel

Highlight the different policy templates which comveh AppScan (Default,
Infrastructure, Application, The Vital Few, and W8brvices) and talk about how these
can be used by Developers and QA testers to teistapplications.

Key Feature:
AppScan comes with predefined Test templates wtarhbe used “as is” or
customized to reflect your security goals

Each Test Policy can have independent Update §et{@A testers may want to
keep their test policy static, and not to updateitih each update)
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Step 4. Finishing the Scan configuration, “Complete Rapid Scan
Configuration”

Scan configuration is completed, mention that thiee configuration can be saved as a
template and. For example a Security Auditor mayipehe template to be used by the
QA testers. Also mention that the Scan can bedidbd.

Select “Start with Automatic Explore” and “Start Scan Expert when Rapid Scan
Configuration”

Scan Configuration Wizard il

URL and Servers

©) Complete Scan Configuration Wizard

Login Management You have successfully completed the Scan Configuration YWizard.
Test Policy

Complete

How do you want to start?
¢ Start a full automatic scan
€ Start with automatic Explare only
€ Start with Manual Explore

€ | will start the scan later

[¥ Start Scan Expert when Scan Configuration “Wizard is complete

General Tasks

}ﬁ Full Scan Configuration

) Hel —
wiee < Back | Lancel |

Once you've selecteflutomatic Explore Click Finish
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Performing the Vulnerability Assessment

After the Wizard is finished, mention that AppSeaorks in two phases, the exploring
phase and the testing phase. In the explore phag8aan builds the site model of the
application, determining all the cookies, headeasameters, xml entities, etc that the
web application uses, and the values that theyita&eder to determine how they are
used in the context of the web application. Onckeiermines this, it can determine what
the attack vectors are for the application basedeht policy chosen. AppScan then goes
into the second phase, the testing phase, and tesegach test to see if the web
application is vulnerable or not. Once the tesphgse is complete AppScan reports on
what it finds.

The Scan Expert

AppScan runs the Scan Expert after scan has startedidate that the configuration
options are appropriately set
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Apply the configuration recommendations and corginu

Key Feature
- Scan Expert checks and validates your configuragpions so that you will get
the best application coverage
Scan Expert Validates your settings and make recamdations based on
sampling the web application
Saves time by not scanning an application with lidvaptions

Explore Phase

While exploring, AppScan is visiting all the padeshs in the application. As it
explores, it records the HTTP request and get/jpastmeters/cookies. Talk about the
Application Tree, indicate the Visited URLs and empleted tests that indicates the
number of tests that will be sent based on the Fekty that was selected.
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Mention how AppScan is now automatically crawlihg site, using the Automatic Form
Filler to fill in forms that it comes across.

Click on the REAL TIME Scan Log and explain how itshows what AppScan is
doing during the explore phase.

Key Feature:
AppScan lets you see exactly what it is doing dythe scan (combating the
remark that AppScan is too closed)

Once it finished crawling the application, the tasi URLs will be X/X, in other words

AppScan has crawled each link that it has seemahthen move on to the test phase.

Testing Phase:

REAL TIME Scan Log: As the tests start to run tamthe REAL TIME Scan log, tell
how it is showing the tests being executed, whiokscare positive etc, in other words
everything that AppScan is doing you can see indge (and that it is very granular, and
can be configured on what you want to see).

Key Feature:

AppScan is not a black box! You can see each dpartiat it executes through
the Real Time Scan log. This is configurable ddathe level needed.
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While The Scan is Running

Advisories Tab

Click on a Cross Site Scripting Vulnerability, expdang the URL and parameter drill
downs for that vulnerability.

The advisories explain the risk, possible causes paovide references to well known
industry resources.

The video gives a visual demonstration and themaktietails of a vulnerability and how
it can be exploited. These short presentationsréieal to providing understanding to
the new users.

Click on the OPEN IN NEW WINDOW button, and maximithe video window.

Fix Recommendations Tab

AppScan gives the theoretical requirements to priete vulnerability and gives
technology specific fixes.

AppScan is technology agnostic. You can scan ahcapipn that uses any HTTP based
technology. However, we have provided technologcsje fix recommendations for the
most common platforms that exist, PHP, JAVA, anet.IClick on the Red arrow to
collapse the different sections and show the ASR N&a, and PHP fix
recommendations.

Request/Response Tab
As the tests are running show Validation and Hugifting of a test result

After The Scan is Complete

Issue Information Tab

AFTER the scan completes, timglustry first Results Expert runs and provides the user
with improved results review support. Automatedesashots, a guided review of the
issue and how it was derived, as well as the ghiditview the CVSS scoring for the
issue, helps the user to understand and validatelta issue is valid.
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Drill down on the Cross-Site Scripting Issue type

Click on the SEARCH.aspx URL and expand down pgharameter ‘txtSearch’
Mention that AppScan has determined there is an &&8 on the page and specific
parameter and that you will now examine how AppStane to this conclusion.

Click on Issue Information Tab
Show how easy it is to understand, validate amdngsonicate the Issue via the plain-
English explanations and screenshots

Click on the Request Response Tab

Show the HTTP Request traffic which shows the AggiScan sent (the script is
highlighted in red).

Click on the highlight button to show what parttloé HTTP response triggered
AppScan to call this an XSS problem.

Mention that you have just validated AppScan’s ltesand indeed there is an XSS
problem with this parameter.
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Key Feature:

(Usability and Productivity) quickly find the reasavhat AppScan found and
why it reported the test as an issue.

Other Features to show:
Show in Browser- choose XSS so you can also show a Screenshot).

Key Feature:
Allows you to render results to see what http respovould look like,
allows you to take a screen shot which can be dwerdun a screen shot to
help show the vulnerability

Manual Test— Click on Manual test and show how it brings lug ¢turrent test as
the test template

Key Feature:
Allows you to further test the vulnerability whigas found

Report False Positive

Key Feature
Provides feedback mechanism to Watchfire, suchittia¢re is a false
positive the Security Team can update the validdbgic of the test to
correct the problem. These updates are deliveredgh our daily update
mechanism.

Delete Variant

Key Feature
Fined Grained control of the results

Key Features:
AppScan provides all the tools need to analyzedhalts of the assessment.
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Reports

AppScan has different types of Reports:

Security Reports:

AppScan has Security Reports to share with diffeseake-holders within your
organization. It has templates which can be usedeXample the Executive Summary
Template is used to give an Executive Summary®f3tan, this focuses on the security
risks that the vulnerabilities found pose to thgamization. These templates can be
overridden to allow you to control exactly what gaoeto a report.

Industry Standard and Compliance Reports:
AppScan also has over thirty Industry StandardRegulatory Compliance Reports, as
well as the ability to define custom reports, feample, based on their internal security

policy.

Delta Analysis:
AppScan supports the comparison of two scans, stgpaifferences in vulnerabilities
and visited URLSs.

Template Based:
New: AppScan now supports Template Based repditsatiows organizations to easily
customize the look and feel of the reports forrtheeds.

Key Feature:
AppScan speaks to Security Analysts, DevelopersExedutives. For the
Security Analysts it presents the Security Isst@she Developers it has the
remediation tasks, tasks which are in the langaagdeveloper understands, for
example to filter user input for different charaxs”, and then for the Executives
it presents a report on the security risks do éoviinerabilities found.
More control over what will go into reports, makitige reports customizable to
the appropriate audience
With the New Templates Reports, you now have coteentrol of how the
information is presented

What to Show:

Show the Security Report View, but spend more timen the Template Based View
since it is more powerful

©2008 IBM Corporation Page 18



AppScan Standard Edition Demonstration Script

©2008 IBM Corporation Page 19



AppScan Standard Edition Demonstration Script

Regulatory Compliance View

Show a report based on a regulation they are intessted in (note: PCI is popular
right now).

Show a Delta Analysis Report (Have a base scan sdwehich you can load and
compare your current scan from.)
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Other Functionality:

It is highly recommended to show the PowerPointdRiep and Mail Event as part of the
Extensions discussion.

Extensions:
Click on the Extension Manager and show the extaissithat you have installed
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Inform the prospect that AppScan provides a puplicdlcumented AppScan software
development kit (SDK) which allows you to access filnctionality of the AppScan
engine (in fact the AppScan GUI is written using tBDK), hence the SDK exposes the
functionality of the engine as well as to all tr@alaccumulated during the scan.

Using this SDK, Watchfire and“®Parties have written extension to AppScan which ca
be found on our Web Site (Click drools->Get More Extensionsand show the
extensions),

Since the AppScan SDK is public, the prospectds able to write his own extensions as
well. (Click on Building your Own Extensions)

Extensions are:

Add-ons to AppScan, providing additional functiatal
Interact with AppScan Engine through the AppScaiKSD
Used in conjunction with AppScan’s GUI

Can hook into Ul in various places
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Pyscan
The ability to use the Python Scripting language

Priveledge Escalation

The ability to test a web application to verifyiuhctionality for various roles are
properly restricted or if they are susceptibledxéful browsing

Enterprise Products

Appscan is designed to also integrate with ourrpnise reporting and scanning tools to
allow for visibility of results across the orgartioa. This is critical for security and
management. Please use your discretion to discogSdan Enterprise or Reporting
Console where appropriate.

©2008 IBM Corporation Page 23



